HIPAA (Health Insurance Portability
And Accountability)

Purpose

This policy serves to ensure that all employees understand their responsibilities regarding the privacy
and security of PHI and comply with the Health Insurance Portability and Accountability Act (HIPAA)
regulations. Protecting patient information is critical to maintaining trust and legal compliance within
our healthcare organization.

Definitions
. Protected Health Information (PHI): Any information about health status, provision of
healthcare, or payment for healthcare that can be linked to an individual.
. Business Associates: Entities or individuals that provide services involving the use or

disclosure of PHI on behalf of the covered entity.
Responsibilities
1. Access to PHI:

o Employees must only access PHI necessary for their job functions. Access to PHI
should be logged and monitored regularly.

g

Use and Disclosure of PHI:

o PHI should only be used and disclosed as permitted by HIPAA regulations and
the organization's policies. Employees must not disclose PHI without proper
authorization.

w

Employee Training:

o Employees must undergo initial and ongoing HIPAA training to stay informed
about privacy requirements and safeguards to protect PHI. Regular courses will be
protected.

»

Physical and Technical Safeguards:

o Employees must ensure that all physical records are stored securely and that
electronic devices accessing PHI are password-protected. Encryption should be
used when transmitting electronic PHI.

5. Incident Reporting:

o Employees must report any suspected breaches or unauthorized disclosures of
PHI immediately to the Compliance Officer. Timely reporting is essential for
mitigating potential damages.

6. Confidentiality Agreements:

o All employees must sign a confidentiality agreement acknowledging their
responsibilities regarding PHI. Breaches of confidentiality can lead to disciplinary
action, including termination.

HIPAA | Community Connection Healthcare, LLC 1



Breach Notification Procedure
In case of a data breach involving PHI:
. The Compliance Officer must be notified immediately.

. Affected individuals must be informed according to HIPAA's Breach notification Rule,
detailing the nature of the breach and corrective actions being taken.

Compliance and Enforcement

Failure to comply with this HIPAA policy may result in disciplinary action, including termination
of employment and potential legal consequences. All employees are required to acknowledge
understanding and adherence to this policy as part of their ongoing professional responsibilities.

Regular Review

This HIPAA policy will be reviewed annually and updated as necessary to remain compliant with
evolving regulations and organizational practices.

By implementing this policy we ensure that our healthcare organization meets regulatory standards
while protecting the privacy and security of our patients' sensitive information. For more detailed
guidelines and template resources, please refer to our internal documents or contact the compliance
officer.

Employee Name / Signature Date

Human Resources Name / Signature Date
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